
Privacy Policy 
Effective as of June 27th, 2025 

 

Hubert Moszka Northwood (‘us’, ‘Northwood’, ‘we’, or ‘our’), a legal entity based in Poland, with VAT 

number PL6972375104, operates SCP: Secret Laboratory game software (‘Game’, ‘SCP:SL’) and 

scpslgame.com websites (collectively referred to as ‘Service’). 

 

We use your data to provide and improve the Service, in accordance with this policy. By using the 

Service, you agree to the collection and use of the information specified below. 

Data Collection and Usage 
In order to optimise our Service, we collect various types of information.  

Types of collected data 

●​ IP addresses, User Agents, and request addresses of all HTTP and HTTPS requests made to the 

Service. This data is stored for security purposes and typically kept for no longer than 7 days. In 

the event of a security incident, the retention period may be extended until our investigation is 

concluded. 

●​ IP addresses, Owner’s SteamID64, and Owner’s Email Address of verified servers. Server 

owners can request for their server to be on our public list by agreeing to the Community Server 

Guidelines (CSG). Upon agreement, the server's public IP address will be displayed on our list. 

This information will be kept for: 

a.​ The length of the agreement. 

b.​ As long as any active restriction or ban is applied to the specified server host or owner 

by Northwood. 

●​ IP addresses of computer requesting operations, such as sending password reset tokens, are 

stored and typically kept no longer than 72 hours in order to rate limit requests. The retention 

period may be extended in the event of server backups. 

●​ IP addresses of all staff operations (including, but not limited to, adding servers to the 

verification list, issuing publisher bans, etc.) and incorrect login attempts to the staff panel are 

stored in our logs and typically kept for no longer than 5 years. In the event of a security 

incident, the retention period may be extended until our investigation is concluded. 

●​ Game identifiers (e.g. in-game name, user’s Steam ID) are visible to all players playing on the 

same server as you and are considered public, as they are accessible through game platforms 

used by SCP: Secret Laboratory. 



●​ Information about detected cheats and suspicious activity, including reports sent as defined in 

the game’s EULA in point 5 of the ‘License Grant’ section. 

●​ Crash logs and memory dump files. Whenever the game catastrophically fails, you can send files 

that will help us find the cause. This is optional, and you can preview which files are sent to 

Northwood. 

●​ Anonymised hardware and operating system data (including, but not limited to, the version of 

operating system, device type, and specification). This helps us understand the types of 

hardware that need support in future game updates, so we can ensure compatibility with a 

wider range of hardware configurations. 

●​ Anonymised gameplay data (including, but not limited to, playtime, player performance 

statistics, assigned game roles, and other metrics). This data helps us identify areas for game 

improvements, balance game mechanics, and ensure a fair and enjoyable experience for all 

players. The data gathered does not include any personally identifiable information and is used 

strictly as a statistical basis to refine our game features. 

●​ Hardware/device information and identifiers (e.g. hardware serial numbers, version of the 

operating system). We keep this information no longer than: 

a.​ 72 hours for regular players. 

b.​ Up to 30 days if your account is suspected of breaching our EULA (or other terms of 

service) and under investigation. 

c.​ For as long as the ban remains active for users banned by Northwood. 

Game Servers 
SCP: Secret Laboratory is a multiplayer game that allows multiple users to connect and play together 

using a server. The game features a browser (‘Server Browser’), which allows users to search for available 

servers (‘Game Servers’), which are created and maintained by third parties.  

 

While Northwood offers tools that allow Game Server owners to authenticate players, we do not oversee 

or control any additional data that third parties gather and process unless stated otherwise in this policy. 

This means we cannot control how Game Servers collect and manage your data, and we do not assume 

responsibility for their policies and practices. 

 

By connecting to any Game Server, the following information may be sent to the Game Server: 

●​ Authentication data, including your account ID (such as SteamID), IP address, nickname, game 

version, badge, bans, or other account limits issued by Northwood. 

●​ Some game settings (such as privacy settings, language settings, gameplay preferences, etc.). 

●​ Active DLCs and inventory items assigned to SCP:SL on your Steam account. 

●​ Standard gameplay activity. This includes, but is not limited to: player movement, usage of 

character abilities, item interactions, etc. This data typically includes gameplay-related 

information and does not inherently include personal data. 

●​ Voice chat activity. This feature is optional and disabled by default. When enabled, the game 

client will register your microphone input. Voice data is never transmitted unless a push-to-talk 



key is actively being pressed. The game client will display a microphone icon at the bottom of the 

screen whenever your microphone input is being transmitted. 

●​ Server-specific keybinds. Our game includes a feature that allows Game Servers to request users 

to register a keybind (a specific key or combination of keys) for certain in-game actions or 

commands. This feature is optional and allows Game Servers to customise user controls for 

specific in-game features. Additionally, the game is designed so that it cannot read your 

keyboard input unless the game is the active, focused window. 

●​ Commands. Users can input commands through interfaces known as the ‘Game Console’ and 

‘Remote Admin’. Certain actions performed through these interfaces may trigger requests or 

send information to the Game Server. These tools are primarily intended for debugging purposes 

and are designed for advanced users. For further guidance and to better understand how these 

commands operate, please refer to the documentation by entering ‘help’ in the console. 

 

When playing our game on a Game Server, please be aware that this environment is considered a public 

or semi-public space. As a result, your activity, username, Steam profile, badge, and voice 

communication may be observed, recorded, or shared by third parties, including other players. 

Cookies 

When using our websites, we store cookies on your device for session purposes (to know who is logged 

in from your device) and security purposes (e.g. to prevent CSRF attacks). We don’t use cookies to track 

users, and we are not using any other tracking or profiling technologies on our Service. 

 

Cookies are files containing a small amount of data, which may include an anonymous unique identifier. 

Cookies are sent to your browser from a website and stored on your device. 

You can instruct your browser to refuse all cookies or to indicate when a cookie is being sent. However, if 

you do not accept cookies, you may not be able to use some portions of our Service. 

Transfer of data 
Your information may be transferred to — and maintained on — computers located outside of your 

state, province, country, or other governmental jurisdiction where the data protection laws may differ 

from those from your jurisdiction. If you choose to provide information to us, please note that we 

transfer the data to our servers in different countries and process it there. These data transfers are 

conducted solely for the purposes outlined in this privacy policy. Your consent to this Privacy Policy, 

followed by your submission of such information, represents your agreement to that transfer. 

 

We will take all steps reasonably necessary to ensure that your data is treated securely and in 

accordance with this Privacy Policy. No transfer of your data to an organisation or country will take place 

unless there are adequate controls in place, including the security of your data and other personal 

information. 



Disclosure of data 
We may disclose data described in this policy in the good faith belief that such action is necessary to: 

●​ Comply with a legal obligation 

●​ Protect or defend the rights or property of SCP: Secret Laboratory 

●​ Prevent or investigate possible wrongdoing in connection with the Service 

●​ Protect the personal safety of users of the Service or the public 

●​ Protect against legal liability 

Security of data 
The security of your data is important to us, but remember that no method of transmission over the 

Internet or method of electronic storage is 100% secure. While we strive to use commercially acceptable 

means to protect your data, we cannot guarantee its absolute security. 

Service Providers 
We may employ third-party companies and individuals to facilitate our Service (‘Service Providers’), to 

provide the Service on our behalf, to perform Service-related services, or to assist us in analysing how 

our Service is used. 

 

These third parties have access to your data only to perform these tasks on our behalf and are obligated 

to never disclose or use it for any other purpose. 

Links To Other Sites 
When you click on an entry in the Server Browser, the game will automatically download and display a 

description of the Game Server, which is typically hosted on pastebin.com. No personal data from users 

is collected, processed, or stored by us during this process, but you may be subject to Pastebin's privacy 

policies and terms of service. We recommend reviewing Pastebin’s Privacy Statement to understand how 

they handle your data. 

 

In-game interfaces and other parts of our Service may contain links to external websites that are not 

operated by us. If you click on a third-party link, you will be directed to that third party's site. We 

strongly advise you to review the privacy policy of every site you visit. We have no control over and 

assume no responsibility for the content, privacy policies, or practices of any third-party sites or services. 

http://pastebin.com
https://pastebin.com/doc_privacy_statement


Children's Privacy 
Our Service does not address anyone under the age of 13 (‘Children’). 

 

We do not knowingly collect personally identifiable information from anyone under the age of 13. If you 

are a parent or guardian and you are aware that your Children have provided us with data, please 

contact us. If we become aware that we have collected data from Children without verification of 

parental consent, we will take steps to remove that information from our servers. 

Changes To This Privacy Policy 
We may update our Privacy Policy from time to time. We will notify you of any changes by posting the 

new Privacy Policy on this page. 

 

You are advised to periodically review this Privacy Policy for any changes. Changes to this Privacy Policy 

come into effect when they are posted on this page. 

Contact Us 
If you have any questions about this Privacy Policy, please contact us at hubert@scpslgame.com.​
Please note that this email address is intended for official use only. For any other inquiries, including 

game suggestions and general questions, please refer to https://scpslgame.com/contact-us. 

 

Jurisdiction and Dispute Resolution 

 

This Privacy Policy shall be governed by and construed in accordance with the laws of Poland, without 

regard to its conflict of law principles. Any disputes arising out of or in connection with this Privacy 

Policy, including any questions regarding its existence, validity, or termination, shall be subject to the 

exclusive jurisdiction of the courts of Poland. 

 

By using our services, you agree to submit to the personal jurisdiction of the courts located in Poland for 

the resolution of any disputes. If any provision of this Privacy Policy is found to be invalid by a court of 

competent jurisdiction, the invalidity of such provision shall not affect the validity of the remaining 

provisions, which shall remain in full force and effect. 

 

mailto:hubert@scpslgame.com
https://scpslgame.com/contact-us
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